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RELIABILITY IN DIGITAL SYSTEMS WITH ASYMMETRICAL
'FAILURE MODES ~ . .

“W. S. Meisel and P. C. Scha.eff_er
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| ‘~ABs'inACT |
» M‘ost. present day r‘eliabili.ty ééhemes using redundanéy folme;sk-ithe
_ -faiiﬁre of i.ndividual logic fnpdules employ majority voﬁ_ing with the‘assurynp—
tion that the réplicated mc;dules have .l_symme‘tric.al failﬁre_ characteristicé;
Tili.s pépei‘ éreéents an anélysis_ ;)f sx_lch séiaemes‘ ;v/ﬁen (%h_e modules e;chibiﬁ,
: asymmetﬁcal J.failure ’mo.des; t11a£ is, thé probabil;ltir that a mo.dule jfaiis ‘ |
with a '0_. outpgt is not equal to the probabi;litgr th.a;,‘t it fails Wifh a 1 output.

- Fail-safe iogic systems (discussed by other authors) fall in this categary.
5 . .

£

A general expression is presented which gives ihe reliability of a network
Qonsis !;ing of n identical modules~feeding a k- out‘~of—n :voter. »It is shown

" that a simple r'n.ajorityv element does not always represent the Ao(ptima_,.l
choice.,  Plots for sele‘c_tin;g the qptimal kforn = 3,4;, 5 Whén the individual |
“module re.:liability parameters. are known are pres ented.r Also inclﬁded are
'graphs of network reliability in terms of il;d-ividual modulle'relyiabil.i'ty and

the degree of asymmetry.
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RELIABILITY IN DIGITAL SYSTEMS WlTH ASYMMETRICAL
' FAILURE MODES
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-W. S.. Meisel and P; C. Schaeffer_

" INTRODUCTION

Most reliability schemes for chgltal sys tems assume that a glven
module (gate, fhp flop, sub sys tem) has an equal probablhty of fallmd

“with output 0 as with output 1. In particular, some m_ajority voting

i

- schemes (de:siving from Von Nel.lme_}nr; {31 make such aﬁ assumption.
Th.;e‘ assumﬁtion is nst slways yaiid; Maﬁn has discu'ssed_; fhis point [1] "
‘-"Fufther, one may intenti.onally:design circuits ts fail 'ahnosvti
certainly in'.either the 0 or 1 state. These have been tsrlned.“_faiksafe"
logical systems [27. o o | e  : ;
This pa.p.ér'considers sys teni_s such as that illustrated in figure 1

where the modules are identi’calﬂ. If there are no failures, the logic is

such that

: é.nd is"so chosen‘ that at least one“module failure may be t"olerated.. With
symmetrical module failures,j the best ch'oi.ce is a majority elenlegt; E

g logic_: element whose output is equal to ths maj'orit-y of its inp'u'-ts. A._ssuming

g the majority elsméxlt al}cl moduIes have sufficiently high reliabilityj, the
célnpps;(:e sys‘tsm wiil be more reliable th'an a single lnociule.

© Jf the modules have asymmetrical prdbabi.litics of failure, itis

not obvious what logic element is best, For example, in the extreme case

-1-



N tha,-'t' ;ﬁhe mosiuleé Ia.iWays.fail.x.Ni‘tH z.ero ovuq.:w-uts',.; a;a! OR gz'ite 1s ,.'a.' bé_tter ,

' -cﬁoice for the iogic elément.th_an a majority ge.Lte.. Tile présegt paper
is concei'ned.witﬁ the problems of choosing the qptimal logi-c element given
the ;t'ailufé p'rpbabilities of the quules and of de‘riving:the S}ré.tém reliabil-
ANALYSIS

We assume that a module wilk fall stuck at 0 or 1 and that the

R

'following module parameters are available:

| Py T the pr obablhty that the module will fail and
R fa11 A P R I

Py the probability that the module will fail and _
; fail at 1. B S e
S : ‘ , ; :

If a given collection of modules are tested for a given period of time, some

TRl fail at 1, some will fail at' 0, and some will not fail at all, In these

terms,
5 * z “number of modules failed as 0
N o Po number tested
.. p - number modules failed as 1
Prcip -

number tested

~%

Not all logical functions need be considered. Since the modules are
identical, only symmetric functions nced be considered. Since the system
output is to be identical with the module .outputs, only positive functions

need be considered. Furthex, out of the class of positive symmetric func-

tions, only those of Lhe following type will be considered:

@
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: input AND gate.

i

] The func't,ion‘ S

- 1 if k or more of the n mputs are 1
Ckfn 7 L 0if not

k/ﬁ can be realized by a single threshold element with unity

’ 'A " j 1 . ’ .. ’ ..—n X ‘ ’ ' » E ~'
ngghts and'av thresho}c k Sl/n isann 1f1p}1t (V)I‘.{_g’ate, and Sn/n 1_5“?@m n

\ ..

£

 The reliability of the output gate will be considered imity for the
‘ . 1 ©

i

sake of the computations which fpllox%v. ~This is a matter: of convenience’

“since the reliability of this gate enters as a rhultiplicatiye factor and may

‘be taken into account at a later point, s - £

The éys tem will be considered‘tb ﬁave failéd when it no longer

-follows the behavior of the working modules. Then the s;nétend will fail

when k or more modules fail as a 1 or n-k+l or more modules fail as a 0,

- Since these two events are disjoint, we have for a logic element realizing

Sk/n

-Pk/n"—.“ p'robabi..lity of ‘systemvfabilui‘e

(2) : = E ( >p1<1 > - S o
f=n- 1\+1< >p0<1 po) . ’ B |

where

(n> (n- 1)'1"

The reliability of the %ystcm is v, /n 21- P
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. Note that

Gl VPP = Vi ey PreRe)

Figxlres 2-8 are plo;s of Vk/n- through n =5 in/(:e“rnd of the parameters
\ .

p

= reliability of each module

= 1-Pppm P
L o = probablhty of fa111ng as a zero g1ven a
. ' PR, . failure has occurr ed
A o AT P

- 'l‘ [ ]
P}" Py

" .
.By applymg cquauon (3), the mis 51ng plots xnay be read off the ex:stmc

plots’; for example, V may be read from the plot for V by interpr etlng

3/3 1/3
the horizontal axis as .
N d:' - .__..I_).._].;._._-_..“ ’

- PP Py

> These curves allow rapid. estimation of the system reliability.
- The curves of figures 2-8 may be used to'determine when the system_

becomes less reliable than'a single module, Since P represents the module

-

+ yeliability, the intercept of the curve for P = x with the horizontal }ine

Vk/n.# x yields the value of a for which the system breaks down. If the

rel.iability- of the logic element S is not assumed unity but takes some

' ' k/n
value B, the curves of figures 2-8 are correct if the values on the vertical
scale are multiplied by B.

1

Given n modules and the associated Py and p , which function Sl\/
. | . KN

hn



s 6§tifiial-? Fi'gures 9-11 answer this 'qué‘s-tiqn fon} n = 3;4, 5. l'{‘hese .

¢

computer) of the equations in two unknowns

Viein 7 Vit1)/m
' If the .riumber of.m\odules is not determined otherwise, oﬁe is free
‘ to choose both k and n. The choices which maximize Vk/n it “_:

through n = 5 are indi.catedvih figures 12, 13, and 14 with increasing detail,

"The boundaries between regions are approximated by staircase functions.
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curves were obtained by numerical solution {on a general-purpose digital
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OPTIMUM  THRESHOLD FOR' VARIOUS p
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7 MAPPING OF OPTIMUM THRESHOLD SELECTION
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